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The Challenges of Managing Mobile Laptops and Desktops   
in the Distributed Enterprise

IT administrators who need to manage, support and protect distributed mobile laptops and 

desktops have found that the promise of desktop virtualization – streamlining management, 

improving support, and ensuring business continuity – falls short.

The number of laptops in the enterprise continues to grow and has now surpassed fixed 

desktops in most organizations. While offering greater flexibility for workers, laptops introduce 

additional complexity and challenges from a management and protection perspective. Laptops 

are often offline and inaccessible to remote IT, making it more difficult to ensure compliance 

with software updates and security patches. Laptops are much more prone to breakage, theft 

and loss, and therefore require better data protection. For users, their laptop is often their 

lifeline: worker productivity depends on the ability to quickly recover a laptop from loss, theft 

or malfunction.

Wide Area Networks (WAN) and their connectivity limitations also present a major barrier to 

effective data management and protection. Geographically dispersed desktops and laptops 

have to cope with links of variable bandwidths and latencies.

Desktop virtualization (DV) solutions fall short in meeting these challenges. Existing server-

hosted solutions meet the needs of task workers tethered to a high-speed corporate LAN. 

However, they offer no answer for the performance, mobility and offline needs of knowledge 

workers in a distributed enterprise, resulting in poor and often unacceptable user-experience. 

Server-hosted solutions also require enormous computing capacity since all computing is 

performed in the data center, while the desktop resources are highly underutilized.

Client-hosted desktop virtualization solutions can provide a better user-experience than 

server-hosted DV for offline operation and performance, but they don’t improve management, 

protection and support. In fact, one could argue that client-hosted solutions make management 

more complicated by adding yet another client operating system to manage (and license).

A new approach is required that can effectively bridge the gap between centralized 

management and an optimal end-user experience.

Distributed Desktop Virtualization 

Wanova introduces a new architecture, Distributed Desktop Virtualization (DDV), which is 

designed from the ground up to reconcile the conflict between centralized management and 

user-experience. Wanova Mirage™ software centralizes the entire desktop contents in the 

data center for management and protection purposes, distributes the execution of desktop 

workloads to endpoint caches for superior user experience, and optimizes the synchronization 

between the endpoints and the data center to make the solution ideal for the WAN. With 

Wanova, organizations can centrally manage, suport and protect each endpoint, while 

end users get native performance, can install applications, work offline, and retain their 

personalization.

A new approach is required that can 

effectively bridge the gap between centralized 

management and an acceptable end-user 

experience.
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Distributed Desktop Virtualization Benefits

Wanova offers the following benefits:

Streamlined Image Management
•	 Single image management – Update a common base-image, and automatically and efficiently 

distribute the updated image to thousands of endpoints, with no need to execute installation 		

scripts at the endpoints.

•	 Hypervisor-free – Manage the base client OS, with no unmanaged OS layer and no need to 

install a hypervisor or pay for an additional OS license. 

•	 Base Image integrity – Ensure transparent validation and enforcement of Base Image 

integrity at the endpoints, while preserving personalization.

•	 Enterprise scalability – Leverage endpoint compute power and drastically reduce 

requirements for server buildout in the data center.

Complete Desktop Protection
•	 Continuous data protection of the full desktop and user data, and self-service file-level 

restore.

•	 Fast streaming of desktop contents to restore a complete desktop to a new remote endpoint 

in minutes, instead of hours or days.

•	 Periodic snapshots of complete centralized desktop, and full restore from a past snapshot.

Enhanced Support
•	 Fast re-imaging of a remote malfunctioning endpoint, reinstating the endpoint image within 

minutes to a last known good state. 

•	 Troubleshooting a remote endpoint by loading the desktop into a physical or virtual machine 

in the data center.

Optimized User Experience for Remote and Mobile Workers
•	 Full support for offline use. 

•	 High performance desktop streaming over the WAN for fast availability and recovery.

•	 Support for user-installed applications and customization with persistent personalization. 

•	 Native desktop performance, independent of network bandwidth, latency, or load.

•	 User mobility, so end users can access their desktop from multiple endpoint devices 	

and multiple locations.  
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Wanova Mirage™ Architecture 

Wanova’s many advantages stem from a new architecture that integrates innovations across 

the client, server and network. Administrators get powerful centralized management and 

control along with efficient network and storage utilization, and remote workers get the 

performance and experience they expect. Wanova Mirage™ software delivers these benefits 

through three components that are tightly integrated:

•	 	Wanova Mirage Server – Centralizes management of all desktops in the data center and 

provides a powerful interface and functionality for controlling image management, storage 

and clients. 

•	 Mirage Client – The cached copy of the CVD, which resides at the endpoint, lets end-users 

execute desktop workloads with native performance, work offline, and install their own 

applications.

•	 	Distributed Desktop Optimization (DDO) – The network and storage optimization layers 

enable highly efficient bi-directional synchronization of workloads, and include intelligent 

desktop streaming that supports endpoint re-imaging over a WAN at unprecedented speeds.  

To undertand the architecture, it is helpful to understand several key components:

Base Image (BI) – The Base Image includes the IT-managed core operating system and 

applications. A single BI can be updated centrally, and easily and optimally propogated to many 

CVDs.

Centralized Virtual Desktop (CVD) –A CVD is an individually identified and managed logical 

entity that represents the content of a user’s entire desktop, including the OS, applications, 

configuration, and user data. The CVD lets an administrator perform management-

related operations such as installs, updates, file-level backups, desktop restores, scans 

and troubleshooting directly in the data center, while preserving end user personalization.  

Conceptually, the CVD is comprised of three independent and separate modules or “layers”:

•	 	Base Image - IT-defined OS and core applications

•	 User Apps and Machine State - includes Machine ID and user-installed applications 

•	 	User data and settings - includes files (Excel, Word, PPT, etc.) personalization and 

preferences

With Wanova’s single image management, an administrator uses a reference CVD to update 

the Base Image (e.g., patch, upgrade, install a new application) and Wanova propagates 

the changes to all of the distributed desktops and laptops - even over a WAN. Wanova’s 

unique layered design enables IT to update the Base Image without affecting user-installed 

applications, configuration settings or data.

By persistently maintaining the full machine and application state, Wanova can also restore 

a complete desktop without losing any user customization. In cases where the desktop is 

malfunctioning, Wanova can selectively restore (re-image) only the Base Image or restore the 

entire CVD from a past snapshot. Because CVDs are hardware agnostic, it is also possible to 

re-image a full CVD to new or different hardware - while still retaining personalization. 

Administrators get powerful centralized 

management and control…remote workers 

get the performance they expect.
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Wanova divides the desktop into three 

independent and separate modules or “layers”.
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Wanova Mirage™ Server

Deployed on a standard Windows Server, Wanova Mirage Server software centralizes 

management of all endpoints in the data center.  Because compute power is distributed to the 

endpoints, the Mirage Server is used primarily for management functions, avoiding the server 

buildout required by traditional VDI solutions. Mirage Server supports a broad range of features 

and capabilities including efficient storage management for CVDs, single image management, 

and optimal data transport. Using the Mirage Management Console, administrators can:

•	 Easily create and manage Base Images

•	 Deploy patches and updates to a single Base Image, and automatically propagate to 

hundreds of CVDs, with no need to install execution scripts at the endpoints

•	 View all installed applications and settings on each managed PC

•	 Check for compliance of the remote CVD with the IT-approved Base Image

•	 Restore or re-image an existing endpoint, getting the end user up and running in 

minutes while retaining personalization

•	 Restore to new hardware (Re-Base), getting the end user up and running in minutes 

while retaining personalization

Mirage Client

Mirage Client creates and runs a cached copy of the entire CVD - including the operating 

system - directly on the endpoint hardware, ensuring native performance and full support for 

offline use. Absolutely no hypervisors are required. This capability is in sharp contrast to all 

existing desktop virtualization solutions, which require a type-1 or type-2 hypervisor.  Instead, 

Wanova uniquely executes and manages the base OS, resulting in a simplified and fully 

managed endpoint. While Wanova does not require a hypervisor, it does support execution on 

one, which may be interesting in certain scenarios such as troubleshooting a remote endpoint 

by loading the CVD into a virtual machine in the data center. 

No virtual machines or hypervisors of any kind 

are required.
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Wanova’s Distributed Desktop Virtualization architecture includes Wanova Mirage™ Server in the 

data center to centralize desktop management, protection, and support; Mirage Client to create 

a local cache for optimal user experience at the endpoint, and advanced DDO™ technology to 

optimize bi-directional synchronization over the WAN.
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Because the Mirage Client sits in the data path, the endpoint can operate even when only a 

portion of the primary CVD resides at the endpoint, e.g., in the case of restoring a CVD onto a 

new endpoint. Only a minimal set must be downloaded to enable an endpoint to boot, and the 

rest of the CVD can be streamed in the background. When access to a missing file is requested 

by an application, Mirage Client will fetch the missing content on demand.

Distributed Desktop Optimization™ (DDO)

With Wanova, all changes made by administrators at the data center propagate to the 

endpoints, while all changes made by the user at the endpoint (data, applications, etc.) upload 

seamlessly and efficiently to the data center. 

Not all data, however, is automatically transferred over the WAN. Wanova’s Distributed Desktop 

Optimization™ technology optimizes the transport of desktop workloads between the CVD 

in the data center and CVD cache at the client. By combining network optimization, desktop 

streaming, storage optimization and image modularization technologies, Wanova delivers 

unprecedented transfer rates for desktop workloads. When compared to non-optimized 

solutions, Wanova Mirage achieves up to 100X faster response times, while reducing bandwidth 

use.

 
Global Data Reduction 
Wanova recognizes that many of the user and system files are identical or similar across users. 

This inherently large redundancy exists across different generations of the same desktop, 

as well as across all desktops, at both the ‘chunk’  (i.e., variable sized file segment) and file 

level, and across user data, applications, and system files. Wanova eliminates this redundancy, 

dramatically reducing the amount of data that must be transferred. For example, assume three 

endpoints have the same copy of a Powerpoint file. Once the first copy has been transferred, 

Mirage will recognize the file already exists, and will not transfer the file again from the other 

endpoints. Further, if a user makes a change to that file, Mirage will only send the chunks that 

have changed.

At the data center, Wanova incorporates a unique combination of network and storage 

deduplication that saves significant CPU processing, I/O operations, and most importantly, 

storage requirements, resulting in a scalable and cost-effective solution.

 
Desktop Streaming over the WAN
In addition to data reduction, Wanova uniquely provides desktop streaming technology that 

enables unprecedented speed when delivering an operational desktop environment to remote 

endpoints. Wanova’s streaming technology intelligently pre-fetches a “minimal set” of files for 

quick operation, and follows with background predictive streaming and on-demand file serving 

over an optimized transport layer. As a result, an end user is up and running in minutes, 

instead of hours or days.

A complete desktop can be restored onto a 

remote endpoint in minutes instead of hours 

or days.
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Summary

For enterprises that support distributed mobile laptops and desktops, Wanova introduces a 

new architecture – Distributed Desktop Virtualization (DDV) – which addresses the challenge 

of centralizing the desktops of remote and mobile users without degrading the end user 

experience.

Wanova’s many advantages stem from a new architecture that integrates innovations 

across the client, server, network and image management. Administrators get powerful 

centralized management and control, efficient network utilization, and the performance 

remote workers expect.


